Timesintelli Technology @ T;IVIES%-IEI”TEE

| |
EHEBERISC-V SOCEEMIR 5 RE

BTSERHR (iR €

=




(\ TiIMESINTELL
) _ o R

01 =1aERISC-V SOCKYIFEES

02 =iAERISC-V SOCHTASHLE

03 Cybertron=[£8ERISC-V SOC
Y ERANE

04 =MEERISC-V SOC kskzf=tE




f\ TiMESINTELL;
{ \J—EI?J =N R

Part.1 =MAERISC-V SOCHIEFS



OF HABEEHEERISC-V SOC? @ TR

A

RISC-V
HABREE | S0C /| TELARM/xBoRIZERHL i
AloT s eyl
A S \\\\\\\\__,_,,////// AT
#aEeh SN
AIAHEES) | ERANHEE BEAESESHMIERKIENE
IWRBTAR SR
SHEBARBEN

FER LR R TR O3
SISO T



]

N =

it&EMERE 01
BACPU: Z#Zgit. ELFPAIT. BN
GPU/NPU: FLOPS/TOPS

02

(_\ TiIMESINTELL
\) BB @ RR

REMNFEZS
B

KER

DDR5/HBM



[ ]

"B%ee" 8t

p

HESIEL

© A HHEFOREBRREERNERERTZ—,

I

AR E B SR,

- BER: SIIFRETTREFMb, RRRFEIRITA
CIE=:

- Bal/ihZigeE: HEIPEMAIEEASEER,

REXALL R DR,

« MR RFEERHE

(-\ TiIMESINTELL
W ==

~

ZEEFHRISEME

. ME(HZLLHR (Hardware Root of Trust)

- MHZL£5|2 (Hardware Security Engines)

- FEHEEIFSE (Hardware-Enforced
Isolation)

- FitZ £ (Debug Security)
FEEIZIT (Fault Tolerance)

o SERIGNSHRE (Error Detection and
Reporting)

- E1EME1T (Robust Design)
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Clocks & Timers @Tiwfsgﬂ;gguu

Standardize the unit of time as 1ns.

The frequency at which the CSR provides an updated time value is at least T00MHz.

The time counter appears to be always on and appears to not lose its count across hart low power idle
states, including when the hart is powered off.
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Interrupt Controllers (N

Support RISC-V Advanced Interrupt Architecture (AlIA)

Message signaled interrupt (MSI/MSI-X) to the hart

The Incoming Message-signaled Interrupt Controller (IMSIC) implement an interrupt file for S-mode.
The IMSIC support at least 5 VS-mode interrupt files

The S-mode interrupt file support at least 255 interrupt identities

The VS-mode interrupt files support at least 63 interrupt identities

IMSIC interrupt files memory regions: not cacheable, non-idempotent, coherent, strongly-ordered (1/0
ordering) channel 0 I/O region

MSI Capable
Interrupt Sources

Wire-signaled

Wired Interrupt interrupts

Sources Message signaled Interrupts




&)

Input-Output Memory Management Unit (IOMMU)

IOMMU provide

e Memory protection
e Virtual address translation
e Virtual address space sharing between devices and CPU
e Interrupt remapping and virtualization
All DMA capable peripherals (RCleP, non-PCle, PCle Root
Ports) to be governed by a RISC-V IOMMU
Support at least 16-bit wide Device IDs

Support at least 20-bit wide PASID, if support PCle PASID
capability

Support for PCle Address Translation Services (ATS)
Support for hardware performance monitor (HPM)

The host bridge enforce the physical memory attribute checks
and physical memory protection checks on memory accesses
originated by the IOMMU and signal detected accessviolations
to the IOMMU
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DMA setup

OWA, V5-
— Permission

check

RISC-V core
with MMU

Hypervisor

G-
Permission
check

Physical Addresses
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SoC Interconnect

Endpoint
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Endpoint
1

Switch

harts
harts

harts

RCIEPs

RCECs

IOMMUs
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Root complex is a collection of root ports,
root complex event collectors (RCEC), and
root complex integrated endpoints (RCIiEP)

Root complex uses a host bridge to connect
to the CPU and system memory

Devices may be integrated into the SoC as
either RCIiEP or as an EP connected to a
PCle root port (endpoint 4 in this example)

One or more IOMMUs used to provide
address translation and protection
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PCle Subsystem

Access configuration registers using Enhanced Configuration Access Method (ECAM)

Memory Space

e Support all aligned and unaligned access sizes

e Support atomics, instruction fetch, and page walks

Support access control services (ACS)

e ACS source validation
e ACS translation blocking
e ACS |I/O request blocking

For P2P support

e ACS P2P request redirect

e ACS P2P completion redirect
e ACS upstream forwarding

e ACS direct translated P2P

e ACS P2P egress control

e Address Routed Transactions

e Support IOMMU translations for addresses

e Enforce physical memory attribute checks and physical memory protection checks
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PCle Subsystem

ID Routed Transactions

e Support P2P routing of PCle VDM between root ports within or across hierarchies
Cacheability and Coherence

e Enforce PCle memory ordering rules

e Support the relaxed ordering (RO) and ID-based ordering (IDO)

e The host bridge implements hardware enforced cache coherency

e TLP processing hints (TPH) for future extension

Support message signaled interrupts(MSI or MSI-X)

Error/Event Reporting

e Support advanced error reporting (AER)
e Support the downstream port containment (DPC)

e Support the RP PIO controls

Support vendor specific registers

SoC-integrated PCle devices Implements all software visible rules
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Reliability, Availability, and Serviceability (7 o

Reliability - probability that a system provides e Error detection and correction mechanisms for
correct service caches, system memory, and interconnects
Availability - measure of tolerance of errors e Periodic scrubbing of system memory for errors
Serviceability - time to restore the service to e Error containment techniques such as data
correct operation poisoning and rules for handling poisoned data

Level of RAS depends on the reliability goals of e Support the RISC-V RAS error record register

the product - typically measured using metrics interf (RERI) f | ) d si I
Interrace or error 10 INg anad signailin
such as failure-in-time (FIT) and defects-per- 9ging g 9

million (DPM)

RERI Error

Banks
Components

e.g.RISCV [ S [EVER RAS handler

Record

hart, memory =P

controller)
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Quality Of Service G TVETNTE

e Modern SoCs feature tens of CPU cores, multiple levels of shared caches, shared interconnects, shared
memory controllers

e Noisy neighbor problem - leads to non-deterministic workload performance
- Interference among co-located tasks due to shared resource contention

e Underutilization problem
- Difficulty in consolidating latency critical applications without compromising service level objectives (SLO)
e Contention for shared cache capacity (e.g., LLC) or memory bandwidth significant source of interference
e Allocating dedicated capacity and bandwidth to workloads based on their SLO helps address these problems
e RISC-V Ssqosid and RISC-V Capacity and Bandwidth QoS Register interface (CBQRI) specifications provide

e Methods to associate IDs for capacity/bandwidth allocation with workloads

e Configure capacity and bandwidth allocations in resource controllers

e Server SoC specification provides guidelines on

e Mitigating unwarranted perf. interference by resource contention through capacity/bandwidth allocation mechanisms
e Integrating Ssqosid and RISC-V CBQRI extensions in the SoC
- Significant caches and memory controllers, IOMMU

e Minimum number of resource control IDs and monitoring counter IDs
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Manageability G TVETNTE

e Guidelines for the RISC-V server SoC to incorporate a standardized set of protocols and standards for
server management

e Monitoring of sensors (temperature, power, etc.)
e Parameter control (power limits, etc.)

e Logging (RAS error records, etc.)
e Using standards such as

e DMTF Redfish
e Platform level data model (PLDM)

e Management Component Transport Protocol (MCTP)

e Guidelines on securing the management interface through use of standard protocols such as DMTF
Security Protocol and Data Model (SPDM) for attestation and message encryption.

e Guidelines on hardware interfaces for in-band and out-of-band management

e PCle to BMC to facilitating uses such as remote KVM and management network
e [2C IPMI SSIF

e UART
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Incorporating hardware performance monitors

e Significant caches
e Interconnects
e PCle root ports

Support collection of commonly used performance metrics such as bandwidth and latency, to help guide workload

placement and tuning.

If the SoC supports NUMA configurations, support filtering the counting based on whether the request is tolocal

memory or to remote memory.
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Security G TETE

Implement a hardware RoT as the primary root of trust.

Support PCle Integrity and Data Encryption (IDE) capability.

Support encryption of off-chip DRAM using a transient memory encryption key that has at least 256-bit key
lengths.

The cryptographic modules used to implement PCle and off-chip DRAM encryption complies with security requirements
specified by relevant security standards from national standards laboratories.

Have the capability of interfacing with a Trusted Platform Module (TPM) that adheres to the TPM 2.0 Library
specification
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